
MARINE CORPS PRIVACY 

TRAINING 100

Protecting Personally Identifiable Information is 

Everyone's RESPONSIBILITY



What is PII??

Personally Identifiable Information, or PII refers 
to information that can be used to distinguish or 
trace an individualôs identity
ÅPersonôs name
ÅSocial security number
ÅBiometric records  

These identifiers can either stand alone or, when 
combined with other PII data become linked to a 
specific individual like a date and place or birth or 
a motherôs maiden name

Only in extreme circumstances will name alone be considered 

PII (i.e., name can be attributed to only one person). For further 

guidance, contact your organizationôs Privacy 

Officer/Coordinator.



Personal Data

Personal data could be but is not limited to:
ÅFinancial, credit, and medical data

ÅSocial Security Number

ÅBirthdates

ÅFamily data

ÅSecurity clearance level

ÅHome addresses and telephone numbers

ÅMotherôs maiden name; other names used

ÅDrug test results and the fact of participation in 
rehabilitation programs

ÅFamily Data

ÅReligion, race, national origin

ÅPerformance Ratings

Names of employees who have been issued government credit 

cards, is considered PII.



Why is the Collection of PII 

Necessary?

The Marine Corps collects personal 
information for several reasons:

ÅTo Hire You

ÅTo Pay You

ÅTo Locate You

ÅTo Educate You

ÅTo Provide Services to You

There is a delicate balance between maintaining official records 

and protecting the individualsô right to privacy.



Collecting PII

If you collect it you must protect it!

If in doubt leave it out!

ÅDo you really need the entire SSN or would 
the last 4 digits do?

Just because youôve handled PII one way, does not mean it is 

the best way



Loss of PII

The loss of PII has major implications for 
the Marine Corps

ÅCan erode confidence in the governmentôs 
ability to protect information

ÅCan impact our business practices

ÅCan lead to major legal action

The loss of privacy information can have a devastating impact 

on the individual and the organization.



Loss of PII (conôt.)

The loss of PII has major implications for 
affected Marines (military, civilian, & 
contractor)

ÅCan be embarrassing

ÅCan cause emotional stress

ÅCan lead to identity theft which can be 
costly to both the individual and the 
government

The loss of privacy information can have a devastating impact 

on the individual and the organization.



Loss of PII (conôt.)

The loss of PII has major implications for 
the individual(s) responsible for the 
loss/compromise

ÅCan result in disciplinary actions

ÅCan result in civil or criminal actions being 
taken against the employee

ÅCan result in costly fines and 
imprisonment

These actions could range anywhere from jail time up to one 

year and $5000 in fines!



Why the Need for Training?

Recent breaches have brought unneeded, 
negative attention to the Corps

Reeducation and reemphasizing personal 
responsibility for protecting unauthorized 
disclosures is needed

The Marine Corps must act now to:
ÅReduce and eliminate breaches
ÅEmphasize personal responsibility for protecting private 

information

The VA Breach has made the public skeptical of how 

government entities protect personal information.



How do I protect Private 

Information?

First, think about the different methods 
that PII is stored and disseminated:
ÅOn Hard Drives
ÅOn Portable media
ÅOn Paper documents
ÅOn E-mail

Electronic methods of storage and delivery has added new 

concerns and vulnerabilities concerning the protection of PII.



PII on Laptops

When traveling with your laptops:

ÅDo not leave it unattended! Even at small stops, 
carry it in with you.

ÅWhile traveling through airports, take laptops 
on your flight as carry on luggage.

NEVER  leave it in your vehicle.

Over 15% of breaches are due to individuals failing to properly 

protect their laptops from theft.



PII on Laptops (cont.)

Only DoD owned or leased laptops are 
authorized for storing PII data

ÅWill be signed in and out by a supervising official 
designated in writing by senior leadership.
ÅConfigured to require certificate based authentication 
for logon.
ÅImplement a screen lock after 15 minutes of 
inactivity
ÅEmploy, at a minimum, NIST-certified, FIPS 140-2 or 
current encryption standards.

Read GENADMIN APR 07: Safeguarding PII for additional 

guidance 



Personal Electronic Devices

Personal Electronic Devices (PEDs) refer to 
any non -stationary electronic device 
capable of recording, storing, and/or 
transmitting information.

Examples include:

ÅBlackberries

ÅPersonal Digital Assistants (PDAs)

ÅWeb based cell phones

Laptops also fall into this category.


